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https://outlook.office365.com/
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(2) EECOoffice365MiRER B AZ /N rybXvTFv—9 %, [Action 02]  (#¥%)
INTyhxwTFo—Fl  https://outlook.office365.com/ MDAIE(XRDAEREDMIREL S,
@ DNS#&%

@ outlook.office365.com|40.100.52.18|:443 [Tk

® outlook.office365.com|40.100.52.18|:443 [Tk

@ login.microsoftonline.com|20.190.141.225|:443 [Z#&#%

[EERE1E 02] BMEICHIRENGZULIERET 4, BB\ yNEZIERT 5,
$ wget https://outlook.office365.com/ DAY RKEHEDHI
--2019-04-29 12:32:30-- https://outlook.office365.com/

outlook.office365.com ZDNSIZfL &> TLVET ... 40.100.52.18, 52.98.89.50, 52.98.92.178, ...

outlook.office365.com|40.100.52.18|:443 [Z#E#mLTLVET ... EHELELE. @
HTTP [C&AEMEREZEELFEL - IGEZFoTULVET ... 302 Moved Temporarily
157 https://outlook.office365.com/owa/ [#E<]

--2019-04-29 12:32:31-- https://outlook.office365.com/owa/
outlook.office365.com|40.100.52.18|:443 [Z#E#LTLVET ... #EHELELE. @
HTTP ICkAEREREFEELEL. [EEZFFH>TULVET ... 302 Found

T %% BH2I1TRLET,


https://outlook.office365.com/
https://outlook.office365.com/

(3) proxy ##HT EBENFEELTLSIEE
AWEBSEERDEHE [Action 03] KXR—CESHE
SZAWEBERER hitp://www.glcom.co.jp/itsr/4web test.html
proxy fZH. proxyz=fEHLGLGRERZITLVET,
[F132) XELT-EECH\S. proxy #2H. proxy ZEAHALZELVIL—FAEFRILTHD &

[Action 07]
A Route #it.DC % |
T 1—1 —RIEE FW .
=B Route Network ; : - L : et o [
f— EABR) | | oo,

/ 1—2 TR FW+Proxy,

BLEC R / \
i o [Action 05]) [Action 04] [Action 06]

[#2E18 03) HERERIEWLAHEINESIIETERT S,
‘7—R1: proxy f2H EBER. proxy FE EIEE = proxy ICHBELNHSATEEELAHYET,
= XfAL: proxy DHEERICIoginL T, #EREHREAFLET (BEFFERAF), [Action 04])
proxy B HI B HICEVNT/N YT TFrEEHELET, [ Action 05]
r—R2: proxy #2H GBI, proxy FEEERE =>FWAOHEOORouter (CRIBEAHDRIREMENHYET,
= xti: FW,Router D#zs(ZloginL T, #a1BEHREAFLET (BEFFEHRAF), [Action 06])
FW,Router 2B T ABRBIZEWLNT TSI TFvE2ERELET, [ Action 07])


http://www.glcom.co.jp/itsr/4web_test.html

AWEBLLEERERY—IL DEIE

4 DDWEBHY A K
4 WEBHLESERY —)L (4D Test DB girs  [EI2EE] XL TREEDHREREITVNET,
1. HBER £RTEULET. BEORADEHARETT
FARTEATEFEL, (20197 Floar| B30 | H
O OfiE. /var/www/cgi-bin/50ping/4WEB/log_new/EE T EAR T 7L : 17-06-06) [CIEMENET. PrOXy%L, Proxyﬁ'éEEl
o Byl Test_1 office365 | GHEEEFA| v AIBEFRY  Test_2 office365_proxy [ EiEEERA v QLIBERRT .
Test_3 | @ IPEER  Test_4 SHERESY) ¥ ILIDESES } 7]
2. mEfEt '7“1;
BFAEOFEE ¥ Test_1 office365 ¥ Test_2 office365_pro Proxy#% H J; | ]" |
7 Test_3 v Test_4 ProxyfEL /.1" I'II I-"a' I\.
Min Min+ X(ms) Min+ Y(ms) Max I “f i
Xe | Y20 - / ! I !
iE B UEL L op 21 22 23 @ 2L 22 23
=27 || UF

4 WEBLEESGHERY —)L  [4 D0 Test MHERR] =iEEE [Topan] HIlCES

1. P4 ML fm ZEELET,
A1 )L1  office365

e 1 wget -P /sugukesu --no-cache --no-check-certificate https://outlook. office365.com/

S )L 2 office365_proxy

a2 wget -e HTTPS_PROXY=10.1.16.30:10080 -P /sugukesu —-no-cache --no-check-certificate https://outlook.office3t
A )L 3 V4

wget -e HTTPS_PROXY=10.1.16.30:10080 -P ./sugukesu --no-cache --no-check-certificate https://outlook.office365.com/
-1 -4

8 4

Ei7 || YUT

/
-



(4) Action04~07DEH

OFMD1 DNSOERTEIZHIEMNH--EH| (office365:B LD EH)
http://www.glcom.co.|p/itsr/office365 delay.html

OFM2 FHEHIZRBMNHADIZRouterH %5 5EH| (windows update BFD 5T JLEL)
http://www.glcom.co.jp/itsr/router down.html

OZMD3 DNSOHFEICRIED H-1-F4H| (Salese Force ZIED FE 1)
http://www.glcom.co.|p/itsr/salesforce.html

LEEDFEH DI, REBITERVELZYFT,
EIRICEKY . EDEIBF T, EQEFTH|BEAF T OINNELGO>TEFT,

RAVRELTIE, TRLVRR & BORKER] 2 &I SHIETT,

WIEIC>THSRET 2D TIHEL, RBLENMNT—2EMYERTEENABETT,
CDEZAMN,ITSRITH—ERLO—4F—)IZHYFET,

BEIEIZFSATILa—45 —IEFTHIDERFHRIZ.
ITAY 759 —EXRICERZABIED=HIZ, La—F—HAUETT,


http://www.glcom.co.jp/itsr/office365_delay.html
http://www.glcom.co.jp/itsr/router_down.html
http://www.glcom.co.jp/itsr/salesforce.html

3—2 BWAILLDEHRDIFE

(1) BE@EROEYILT
F—21 . HEARNEDHELENRET HEHR
r—A2 ; ENRTEENEETDEE

r—2X1 205681 EECERAICKZRELET,

(2) EECIZ office365 —/\& &% [Action01] «P4LRERILTY,

(3) EECOoffice365MiRERBAZ/\ry X+ TFr—79 %, [Action 02] «—P5LRLTT,

(4) #2HET SRouterF O#R(CloginL T, #BFHEHREAFLET (EBFHEHRAF), [Action06] «—P11EFL
B& 9 DHRouterE ZREBTABEIZEVTAY YN v TFrEEHELET, [Action 07] «—P11&REILC

Action06. 07122\ Tl P12 BT &0,



BE1 FMRIERDEZIZE T EECHOERME M

1. F—RIILEHERY—EXDEZRAIZHIYEZEFHBEROTLEET,

http://www.glcom.co.jp/total monitoring.html

Dt A R Dend-to-enddfl (H—/\, 59 REEE)
ERILAN (7)) hoDERER

@& A | Dend-to-enddf (Roter. Switch. LANBR FD#£38)
DSAT DS —/INETORER

QR Eh (LANES T DHER . 24FF i EHTEEntk 27)
EEEDHER

OIS
FHRER

OBEIZEKY. HRAITA XABREEHLET,
SE HAIIA XA
http://www.glcom.co.jp/itsr/customize test.html

LD O~@ [CELTEARNRERZRD.
F—ZILHICO AT LIRREEAHFET

ZDE. MEBERLZEHS-6.

T aVvEEZ BERHBRNBEEEIETVEET,
x7-.

-HRLEMFAEEZTL. BEDERZREIZLEDT,

—%LEtR
o

Rowter —
Zem—r)

M

nll-: orng Head
SR DT —NET, B SRR T AN
F—2)L&L T EE ok #2280 ahnD
S e EndtoEnd
CF IS TERER &

IR R B BIZ. 3T
o Y e
F—2)ESR
15 Talh
**EndtoEnd

10



http://www.glcom.co.jp/total_monitoring.html
http://www.glcom.co.jp/itsr/customize_test.html

2. EECIE. BEHUBHLE (H—/\HHSDCHOFWHEEL TS L4045 —23V) IZERELET .
HEIZEY WRITRETHIEELHYET,

[ZFRA)
T
[#&8%B]
z I,
= g cerNet
etw » R VY |
- - 2 —
L] e AV
AP SW SW
' I/
DEE s [25E] o
\ e S
3. EHIIL—T
BBRATIL—T

VAT LEREZEBRMICIEET 516, S DRoutera E 8L E T, (pingitER)
BIEETENDHIBEIE. M IL—TI2&ELET., H:-BR. B %
Z8HBBUIL—T
I0—XF#IZH B Y —/SOWEBH—/\[ZxL T, http or https FHEEZFITLVET,
ZEHBCIIL—T
oO—XFBIZHAWEBH—/ LS DH—/ N3t L T, port HERE1TLVET
Z8HB(DIIL—T
FWZEZ =tk (InterNet L) DWEBH—/\, RUIZVRFDOWEBH—/IZxtL T, http or httpsiAERZE1TLVET S
EHRETNL—T
B AN ELTIHEDSwitch B, WifixFIFAL TLNHAP. 2485 EHEEL D T U 2—F D
Wan RouterBe T DR ZHFLET . (pingitER) 11
-



S#E2 EECMoffice365NRERB FE/\rybX T Fr—9 %, [Action 02] P5DOL1EER TTSRecorder
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INTyhxwTFo—Fl  https://outlook.office365.com/ MDAIE(XRDAEREDMIREL S,
D DNSHFE

@ outlook.office365.com|40.100.52.18|:443 [Tk

® outlook.office365.com|40.100.52.18|:443 [Tk

@ login.microsoftonline.com|20.190.141.225|:443 [Z#&#%

[EERE1E 02] BMEICHIRENGZULIERET 4, BB\ yNEZIERT 5,

$ wget https://outlook.office365.com/ MDA KE DI

--2019-04-29 12:32:30-- https://outlook.office365.com/

outlook.office365.com ZDNSIZfiL éh 1> TLVET ... 40.100.52.18, 52.98.89.50, 52.98.92.178, ...
outlook.office365.com|40.100.52.18|:443 [Z#E#mLTLVET ... EHELELE. @

HTTP [C&AEMEREZEELFEL - IGEZFoTULVET ... 302 Moved Temporarily

157 https://outlook.office365.com/owa/ [#E<]

--2019-04-29 12:32:31-- https://outlook.office365.com/owa/
outlook.office365.com|40.100.52.18|:443 [Z#E#LTLVET ... #EHELELE. @

HTTP [CL3EMEREEELEL-. BEZ/HF>TLET ... 302 Found

%A https://login.microsoftonline.com/common/oauth2/authorize?client_id=00000002-0000-0ff1-ce00-
000000000000&redirect_uri=https%3a%2f%2foutlook.office365.com%2fowa%2f&resource=00000002-
0000-0ff1-ce00-
000000000000&response_mode=form_post&response_type=code+id_token&scope=openid&msafed=0&
client-request-id=15b0c778-cc57-479a-bd05-
1326d6¢20831&protectedtoken=true&nonce=636921055510500453.65de7120-a5c0-4875-94f9-
89a894527el15&state=DcsXxE0AgDAXROONxIgHYCTkO09haen1T70s2EdEebVGSgKy37rUIgEBEOC60e
1mpwhOXsA4Duz70w-dwRbVVKOI98vwN_AM [##<]
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--2019-04-29 12:32:31--
https://login.microsoftonline.com/common/oauth2/authorize?client_id=00000002-0000-0ff1-ce00-
000000000000&redirect_uri=https%3a%2{%2foutlook.office365.com%2fowa%2f&resource=000000
02-0000-0ff1-ce00-

000000000000&response _mode=form_post&response_type=code+id _token&scope=openid&msafe
d=0&client-request-id=15b0c778-cc57-479a-bd05-
1326d6¢20831&protectedtoken=true&nonce=636921055510500453.65de7120-a5c0-4875-949-
89a894527e15&state=DcsxE0AgDAXROONXxIgHYCTkO09haen1T70s2EdEebVGSgKy37rUIgEBEQ
c60el1mpwhOXsA4Duz70w-dwRbVVkOI98vwN_AM

login.microsoftonline.com ZDNSIZfE L &4 TLVET ... 20.190.141.225, 20.190.141.192,
20.190.141.228, ...

login.microsoftonline.com|20.190.141.225|:443 [Z#E&LTWVET ... #EHKiLEL=. @

HTTP [CLBEMEREEELEL-. BEEZ/HFOTLVET ... 200 OK

R &: 27758 (27K) [text/html]

‘index.html' [Z{R7EH

100%[::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::>]
27,758  --.-K/s B4 0.008s

2019-04-29 12:32:31 (3.24 MB/s) - “index.html' NMRETESE T [27758/27758]
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EECDoffice365NEEE B A ZE /Ny T v TFr—9 %,
Ny T F—1

D DNSHE

48 12:15:34.194171 IP 192.168.1.8.49060 > 192.168.1.1.domain: 29607+ A? outlook.office365.com. (39)

49 12:15:34.194191 IP 192.168.1.8.49060 > 192.168.1.1.domain: 9305+ AAAA? outlook.office365.com. (39)
50 12:15:34.214103 IP 192.168.1.1.domain > 192.168.1.8.49060: 9305 8/0/0 CNAME[|domain]
5112:15:34.214333 IP 192.168.1.1.domain > 192.168.1.8.49060: 29607 8/0/0 CNAME[|domain]

@ outlook.office365.com|40.101.146.2|:443  |ZH&#x
BEFR /~—HFES 58020 task_time : 200 ms

No Time task time IP Sorce Dept Dest Dept Flag Ack Length

1 12:15:34.223890 IP  192.168.1.8.58020 40.101.146.2.https ~ [S] length O

2 12:15:34.232466 0.008576 IP 40.101.146.2.https  192.168.1.8.58020 [S.] [ACK] length O

3 12:15:34.232524 0.000058 IP 192.168.1.8.58020 40.101.146.2.https  [.] [ACK] length O

4 12:15:34.232763 0.000239 IP 192.168.1.8.58020 40.101.146.2.https  [P] [ACK] length 277
5 12:15:34.243596 0.010833 IP 40.101.146.2.https  192.168.1.8.58020 [.] [ACK] length 2828
6 12:15:34.243651 0.000055 IP 192.168.1.8.58020 40.101.146.2.https  [.] [ACK] length O

7 12:15:34.243782 0.000131 IP 40.101.146.2.https  192.168.1.8.58020 [P] [ACK] length 1015
8 12:15:34.243814 0.000032 IP 192.168.1.8.58020 40.101.146.2.https [.] [ACK] length O

9 12:15:34.253264 0.009450 IP 192.168.1.8.58020 40.101.146.2.https  [P] [ACK] length 126
10 12:15:34.262388 0.009124 IP 40.101.146.2.https  192.168.1.8.58020 [P] [ACK] length 51
11 12:15:34.262967 0.000579 IP 192.168.1.8.58020 40.101.146.2.https [P] [ACK] length 166
12 12:15:34.272342 0.009375 IP 40.101.146.2.https  192.168.1.8.58020 [FP] [ACK] length 478
13 12:15:34.272651 0.000309 IP 192.168.1.8.58020 40.101.146.2.https  [P] [ACK] length 31
14 12:15:34.272885 0.000234 IP 192.168.1.8.58020 40.101.146.2.https  [F] [ACK] length O

15  12:15:34.281597 0.008712 IP 40.101.146.2.https  192.168.1.8.58020 [.] [ACK] length O

14
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® outlook.office365.com| 40.101.146.2 |:443

RFRER
No

1 12:
2 12:
3 12:
4 12:
5 12:
6 12:
7 12:
8 12:
9 12:
10 12
11 12:
12 12:
13 12:
14 12:
15 12:
16 12:
17 12:
18 12
19 12:
20 12:
21 12:

m—R&ES

Time
15:34.273057
15:34.281660
15:34.281691
15:34.282076
15:34.296288
15:34.296423
15:34.296513
15:34.296544
15:34.305545

:15:34.314403

15:34.314975
15:34.341548
15:34.341407
15:34.341450
15:34.341757
15:34.341887

15:34.538067

:15:34.538284

15:34.547585
15:34.547615
15:34.547632

58022

task time

0.008603
0.000031
0.000385
0.014212
0.000135
0.0000%90
0.000031
0.009001
0.008858
0.000572
0.026373
0.000059
0.000043
0.000307
0.000130

0.196180
0.000217
0.009301
0.000030
0.000017

IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

IP
IP
IP
IP
IP

Sorce Dept
192.168.1.8.58022
40.101.146.2.https
192.168.1.8.58022
192.168.1.8.58022
40.101.146.2.https
40.101.146.2.https
192.168.1.8.58022
192.168.1.8.58022
192.168.1.8.58022
40.101.146.2.https
192.168.1.8.58022
40.101.146.2.https
192.168.1.8.58022
40.101.146.2.https
40.101.146.2.https
192.168.1.8.58022

192.168.1.8.58022
152.168.1.8.58022
40.101.146.2 https
40.101.146.2.https
152.168.1.8.58022

[ZHE#E

task_time : 200 ms

Dest Dept
40.101.146.2.https
192.168.1.8.58022
40.101.146.2.https
40.101.146.2.https
192.168.1.8.58022
192.168.1.8.58022
40.101.146.2.https
40.101.146.2.https
40.101.146.2.https
192.168.1.8.58022
40.101.146.2.https
192.168.1.8.58022
40.101.146.2.https
192.168.1.8.58022
192.168.1.8.58022
40.101.146.2.https

40.101.146.2.https
40.101.146.2 https
192.168.1.8.58022
192.168.1.8.58022
40.101.146.2.https

Flag
(5]
[S.]
[]
[P.]
[]
[P.]
[]
[]
[P.]
[F.]
[P]
[]
[]
[]
[P.]
[]

[P.]
[F]
[]
[F]
[]

Ack

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

Length
length O
length O
length O
length 277
length 2828
length 1015
length ©
length O
length 126
length 51
length 170
length 2828
length O
length 1414
length 2191
length O

length 31
length O
length O
length O
length O
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@ login.microsoftonline.com|20.190.141.192|:443 [Z#&#&%
BRERR H— &S 41048 task time : 200 ms

No Time task time IP Sorce Dept Dest Dept Flag Ack Length

1 12:15:34.364275 IP  192.168.1.8.41048 20.190.141.192.https ~ [5] length O

2 12:15:34.373808 0.009533 IP 20.190.141.192.https  192.168.1.8.41048 [S.] [ACK] length O

3 12:15:34.373872 0.000064 IP 192.168.1.8.41048 20.190.141.192.https ~ [.] [ACK] length O

4 12:15:34.374240 0.000368 IP 192.168.1.8.41048 20.190.141.192.https [P] [ACK] length 281
5 12:15:34.388039 0.013799 IP 20.190.141.192.https  192.168.1.8.41048 [.] [ACK] length 2804
6 12:15:34.388138 0.000099 IP 20.190.141.192.https  192.168.1.8.41048 [P] [ACK] length 1609
7 12:15:34.388309 0.000171 IP 192.168.1.8.41048 20.190.141.192.https ~ [.] [ACK] length O

8 12:15:34.388338 0.000029 1P 192.168.1.8.41048 20.190.141.192.https ~ [.] [ACK] length O

9 12:15:34.356780 0.008442 [P 192.168.1.8.41048 20.190.141.192.https ~ [P.] [ACK] length 126
10 12:15:34.406714 0.009934 IP 20.190.141.192.https  192.168.1.8.41048 [P.] [ACK] length 51
11 12:15:34.4006987 0.000273 IP 192.168.1.8.41048 20.190.141.192.https ~ [P.] [ACK] length 658
12 12:15:34.467018 0.060031 IP 20.190.141.192.https 192.168.1.8.41048 [.] [ACK] length O

13 12:15:34.535828 0.068810 IP 20.190.141.192.https 192.168.1.8.41048 [.] [ACK] length 2804
14 12:15:34.535877 0.000049 IP 192.168.1.8.41048 20.190.141.192.https ~ [.] [ACK] length O

15 12:15:34.535929 0.000052 IP 20.190.141.192.https 192.168.1.8.41048 [.] [ACK] length 1402
16 12:15:34.536240 0.000311 IP 20.190.141.192.https 192.168.1.8.41048 [.] [ACK] length 2804
17 12:15:34.536378 0.000138 IP 192.168.1.8.41048 20.190.141.192.https ~ [.] [ACK] length O

18  12:15:34.536431 0.000053 IP 20.190.141.192.https  192.168.1.8.41048 [.] [ACK] length 1402
19  12:15:34.536725 0.000294 IP 20.190.141.192.https  192.168.1.8.41048 [.] [ACK] length 2804
200 12:15:34.536836 0.000111 IP 192.168.1.8.41048 20.190.141.192.https  [.] [ACK] length O

21 12:15:34.536946 0.000110 IP 20.190.141.192.https  192.168.1.8.41048 [.] [ACK] length 1402
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22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

15:34.537223
15:34.537325
15:34.537563
15:34.537662
15:34.545283
15:34.545400
15:34.545492
15:34.545708
15:34.545815
15:34.547091
15:34.547361
15:34.547461
15:34.547568
15:34.548704
15:34.557714
15:34.557753

0.000277
0.000102
0.000238
0.0000%99
0.007621
0.000117
0.000092
0.000216
0.000107
0.001276
0.000270
0.000100
0.000107
0.001136
0.009010
0.000039

IP
IF
IF
IF
IP
IP
IP
IP
IP
IP
IP
IF
IF
IF
IF
IP

20.190.141.192.https
192.168.1.8.41048
20.190.141.192.https
192.168.1.8.41048
20.190.141.192.https
20.190.141.192.https
192.168.1.8.41048
20.190.141.192.https
192.168.1.8.41048
20.190.141.192.https
20.190.141.192.https
192.168.1.8.41048
20.190.141.192.https
192.168.1.8.41048
20.190.141.192.https
192.168.1.8.41048

e

192.168.1.8.41048
20.190.141.192.https
192.168.1.8.41048
20.190.141.192. https
192.168.1.8.41048
192.168.1.8.41048
20.190.141.192 https
152.168.1.8.41048
20.190.141.192.https
152.168.1.8.41048
192.168.1.8.41048
20.190.141.192.https
192.168.1.8.41048
20.190.141.192. https
192.168.1.8.41048
20.190.141.192. https

[ I s T s Y s B |
e e e ed e

[ACK]

length 2804
length O
length 2804
length O
length 2804
length 1402
length O
length 1402
length O
length 1402
length 2804
length O
length 1266
length O
length O
length O
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